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USING THE EXEMPTION GUIDANCES 

This is one of a series of Guidances by the Information Commissioner’s Office that offers an 
overview of the Information Commissioner’s understanding of the exemptions in the Public 
Access to Information (PATI) Act. The Guidances are a reference tool to help decision makers—
Information Officers, heads of public authorities and those assisting them—understand when 
and how to apply the exemptions.  

The Guidances provide our general recommended approach and the issues the Information 
Commissioner will likely consider when deciding an application for review. The Guidances do not 
replace the need to obtain training on the PATI process and the operation of the exemptions. It 
may also be necessary for public authorities to obtain legal advice on the interpretation and 
application of the exemptions.  

Each Guidance discusses a specific exemption provision. It provides background and the 
applicable tests for each exemption, along with examples of questions designed to assist your 
decision making. The questions may help you identify the issues to consider when applying an 
exemption in the context of a specific request. It is essential that decision makers are able to 
explain the factual and reasoned basis for relying on an exemption. The Guidances are designed 
to support this good practice.  

The exemptions limit the right to access public records and, because of this, should be 
understood narrowly. This is consistent with the PATI Act’s purpose to provide the greatest 
access as possible to public records. 

It is recommended that Guidances are read together when more than one exemption could apply 
to a record. Decision makers should also refer to our Guidance: the public interest test as a 
companion when applying exemptions that require you to weigh the public interest. 

This updated Guidance includes the Information Commissioner’s decisions on the relevant 
provision. It is also based upon the language and purposes of the PATI Act and Regulations, as 
well as any related local law. This Guidance is further informed by the guidelines, decisions and 
legal judgments from the UK and other appropriate Commonwealth countries with comparable 
exemption provisions. References to other jurisdictions are provided for illustration purposes and 
to give examples of how those exemptions have been interpreted. 

The Guidances are subject to a planned review and may undergo ad hoc revisions to incorporate 
new Information Commissioner decisions, court judgments or legislative changes.  

 
Information Commissioner  
March 2023 
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In brief: the two exemptions for information received in confidence 

1. Section 26(1) of the PATI Act contains two different exemptions from the right to access 

records. Each applies when a public authority receives information in confidence under 

specific circumstances. Records (or parts of records) may be withheld under section 26(1) 

only if:  

i. the records contain information that was given in confidence to a public authority by 

another person and disclosure would be likely to prevent the authority from receiving 

similar information in the future that is needed to fulfil its functions (section 26(1)(a)); 

or 

ii. disclosure would constitute a breach of confidence (section 26(1)(b)). 

2. The exemption in section 26(1)(a) for information given in confidence requires that disclosure 

will cause the particular kind of harm described in the exemption: ”would be likely to prevent 

the authority from receiving similar information in the future that is needed to fulfil its 

functions”. The ‘harm test’ for this exemption requires you to consider three things: the 

nature of the stated harm, how disclosure would cause this harm and the likelihood it will 

occur.  

3. The breach of confidence exemption in section 26(1)(b) does not have a similar ‘harm test’. 

Instead, section 26(1)(b) requires that disclosure would constitute a breach of confidence 

under any provision of law.   

4. Both of the exemptions in section 26(1) are qualified exemptions, i.e., they are subject to the 

public interest test. This means that if you find that one of these exemptions applies, you 

must then go on to apply the public interest test before deciding whether or not to disclose 

the record. Despite the exemption, the record must be disclosed unless the public interest in 

withholding it outweighs the public interest in disclosing the record.  

5. Both exemptions may also have implications for third parties. A public authority may need to 

consult with a third party when considering using one of the exemptions or when working 

through the public interest test. Or a public authority may need to give formal notice to a 

third party under section 39 of an intended disclosure. 

6. The PATI Act provides a right to access public records. A public authority cannot use a 

standard confidentiality clause to contract out of its existing legal obligation to provide access 

to public records. To do so would undermine the rights under the PATI Act. 

7. Any confidentiality agreement with a public authority should take into consideration the PATI 

Act. The public authority should acknowledge upfront that it can maintain confidentiality 

except ‘where disclosure is required by law’. This sets out the public authority’s disclosure 
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obligations under the PATI Act in an open and transparent way. Even with a confidentiality 

agreement, any future PATI request must be considered under all of the circumstances and 

records only withheld if a specific exemption applies. 

8. The PATI Act is retrospective. It applies to records created at any time. 

9. The exemptions for information received in confidence will not last forever. They will not 

apply to any record that is over 30 years old.  

Steps to follow when applying the exemptions for information received in 
confidence 

10. As you go through the tests, pay careful attention that the record (or the information in it) 

properly fits within the specific section 26(1) exemption that you intend to rely upon. 

11. The decision-making process to apply an exemption should always start with a presumption 

of disclosure. You should assess the records on a case-by-case basis depending on the subject 

matter, the harm identified and the public interest.  

12. In most cases, your public authority will first locate and retrieve the requested records. 

13. You may then decide that you should consider whether the records contain information 

received in confidence which may be exempt from disclosure. Consider taking the following 

actions: 

i. Using the tests set out in this Guidance, decide if either of the section 26 exemptions 

applies. 

ii. If the exemptions DO NOT apply, the record cannot be withheld under section 26.  

iii. If either of the exemptions DO apply, you must then apply the public interest test. 

iv. If the public interest in favour of disclosing the record is equal to or outweighs that in 

favour of withholding it, the record (or part of the record) cannot be withheld under 

section 26.  

v. If the public interest in favour of withholding the record outweighs that in favour of 

disclosing it, the record (or part of the record) can be withheld and a decision notice 

served to that effect. 
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Background 

14. At first glance, the two exemptions in section 26(1) are very similar and, in some cases, both 

exemptions could apply to the same information. But they have differences. Take careful note 

of the test for each exemption under section 26(1) to ensure that you are applying the 

appropriate one.  

15. For the information given in confidence exemption in section 26(1)(a) to apply, the 

information in question does not necessarily need to be sensitive information. ‘Given in 

confidence’ refers to the manner in which the information was given, not the content of the 

information. 

16. It may be that a process or program must remain something that individuals can access 

confidentially, such as a confidential hotline. Users will want security in knowing that if they 

call the hotline, whatever they say will not be made public. The notes from a confidential 

hotline call that memorialise what the caller said may fall within the exemption for 

information given in confidence, regardless of whether the caller said anything sensitive.  

17. In contrast, the breach of confidence exemption in section 26(1)(b) often requires that the 

information be sensitive, such as health or family information. This is based on the various 

tests for a breach of confidence, which can be difficult to apply for non-lawyers. Public 

authorities should take care when using this exemption and consider obtaining legal advice. 

‘Commercially confidential’ explained 

18. Records which are commercially sensitive are often described in layman’s terms as being 

‘commercially confidential’. However, no single exemption in the PATI Act covers what is 

conversationally referred to as commercially confidential or commercially sensitive records.  

19. Instead, the PATI Act requires you to consider why a record may be commercially sensitive. 

For example, a record may be commercially sensitive because it contains a trade secret. If so, 

then you will apply the specific exemption for trade secrets in section 25(1)(a).  

20. Commercially sensitive information must be disclosed unless it falls within a specific 

exemption. You will find that the most relevant exemptions for commercially sensitive 

information are those for information received in confidence (section 26, discussed in this 

Guidance) and the exemptions for commercial information (section 25). You may want to 

read our publication, Guidance: Commercial information (section 25), alongside this 

Guidance, whenever you have a request for commercially sensitive information (see 

Appendix 1: Resources). 

21. There is also potential for overlap with other exemptions depending on the circumstances of 

the specific request. Other exemptions which may apply, include, personal information 
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(sections 23 and 24), law enforcement (section 34), legal professional privilege (section 35) 

and disclosure prohibited by other legislation (section 37).  It may be useful for you to read 

our Guidances on these other exemptions as well (see Appendix 1: Resources).  

22. The PATI Act recognises the potential benefit and harm to the business community from 

disclosures under the Act. Through these exemptions, the PATI Act balances the competing 

interests of the business community (whose information might be disclosed) on the one 

hand, with the rights of the public to access information and to further accountability, 

transparency and public participation in decision making and public spending, on the other 

hand. 
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Information given in confidence – section 26(1)(a) 

24. Section 26(1)(a) exempts from the right of access information given in confidence to public 

authorities by individuals and other organisations to allow the authority to carry out its 

functions, unless disclosure would be in the public interest. 

25. The exemption in section 26(1)(a) focuses in whether the process or circumstances by which 

the information was provided indicate that it was both given in confidence and with the 

understanding that it would be treated confidentiality. The consideration of section 26(1)(a) 

assesses factors related to both how the third party gave the information and how the public 

authority received or agreed to hold the information.  

26. To withhold a record (or part of a record) under the exemption for information given in 

confidence, you must show that: 

 the information was given by a third party (other than another public authority); 

 in confidence and with the understanding that it would be held confidentially; and 

 disclosure would be likely to cause the specific harm in the exemption. 

27. The harm test in section 26(1)(a) requires that disclosure of the information would be likely 

to prevent the public authority from getting such information again in the future and the 

information is required to fulfill the authority’s functions. 

28. You must be able to show that the information meets each requirement in section 26(1)(a) 

for the exemption for information given in confidence to apply. Each requirement is discussed 

generally in the paragraphs to follow. 

The information must be given by a third party 

29. The exemption for information given in confidence requires that the information be received 

from a third party (other than another public authority).  

30. A third party, in this instance, may be an individual, a company, or any other type of legal 

entity. 

31. The exemption will not cover information the public authority has generated itself. However, 

it may cover records (or parts of records) that the public authority has created if these records 

contain information provided in confidence by a third party. 

32. This might include, for example: 

 A transcript of a verbal statement given by an employee at an internal disciplinary 

hearing 



 
INFORMATION COMMISSIONER’S OFFICE FOR BERMUDA | Guidance: Information received in confidence exemptions 2023 | 9 

 

 A set of minutes that record the views expressed by a contractor during a meeting 

with an authority 

 A doctor’s observation of a patient’s symptoms, recorded during a consultation 

 An x-ray image of a patient taken by a hospital 

 

 

33. If the requested record contains a mixture of both information created by the authority and 

information given to the authority by a third party, then in most cases, this exemption will 

apply only to the information that has been given to the authority. The information created 

by the authority would not fall under the exemption in section 26(1)(a). 

34. You may also consider whether disclosure of the information your authority created reveals 

the contents of information obtained in confidence from another person. If it does, then the 

exemption may also apply to those materials which were created by the authority from the 

third party information. 

35. This may happen when the authority’s own analysis, interpretation or comments are derived 

from and are very specific to the information received from the third party.  

36. An example of this might be where a request is made for medical or social work records. In 

these circumstances both the information about the patient’s or client’s symptoms and the 

relevant medical or social care professional’s assessment of those symptoms may be deemed 

Example: 

In Decision 33/2022, the Information Commissioner found that the Bermuda 

Gaming Commission was correct to withhold parts of the minutes of its 

Commissioners’ meeting under the information given in confidence exemption 

in section 26(1)(a). Even though the minutes were created by the Bermuda 

Gaming Commission, the Information Commissioner was satisfied that parts of 

the minutes contain the views and recommendations provided by the Third 

Party to the Commission. The Information Commissioner concluded, however, 

that the exemption was not applicable to the parts of the minutes which 

explained that a meeting between the Commission and the Third Party had 

occurred. 

 

http://www.ico.bm/wp-content/uploads/2023/01/Decision-33-Bermuda-Gaming-Commission-30-Dec-2022.pdf
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to have been obtained from the patient or client for purposes of the exemption for 

information given in confidence. 

 

The information must be given in confidence and with the understanding it would be treated as 

confidential 

37. Section 26(1)(a) applies to information that has been given in confidence and with the 

understanding that it would be treated as confidential. For this exemption, however, the 

understanding does not need to create a legal duty of confidence and its disclosure is not 

required to be a breach of confidence. 

38. Information is given in confidence if it was communicated and received under an express or 

implied understanding that the information would be kept confidential. The agreement does 

not need to be formal. The agreement may be a general understanding that communications 

of a particular nature will be treated as confidential.  

39. The question is not whether the information itself is sensitive or confidential—such as family 

or medical history—but if it was communicated in confidence. The information being 

Note: 

Information contained in contracts 

Generally, the contents of a contract between a public authority and a third 

party are not information given to a public authority by a third party. This is 

because the terms of the contract are mutually agreed by the parties to the 

contract, rather than being provided by one party to the other. 

We recognize, however, that in some cases a contract may contain technical 

or similar information given to the public authority by another party to the 

contract, in addition to the mutually agreed terms and conditions. 

Sometimes the technical material is included in the main body of the 

contract. A better practice is that the technical information is separated into 

a schedule to the contract. 

Depending on the circumstances of the case, when such technical 

information is included, it may constitute information given to the authority 

by a third party. 

Also, a contract may contain information relating to a third party’s pre-

contractual negotiating position. This might also qualify as information 

obtained from another person. Once again, this will depend on the individual 

circumstances of the case. 
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considered might be very routine information but it was provided, for example, on a 

confidential hotline with the expectation that it would be treated as confidential. 

40. If information is sensitive, though, this is still relevant. It may be one of the factors that you 

consider when deciding whether it was communicated in confidence. An implied 

understanding that the information will be kept confidential may come from the fact that the 

information was sensitive.  

41. In deciding whether the information was given in confidence by a third party, relevant factors 

may include:  

a. the expectation of the person or entity giving the information to the public authority;  

b. any assurances sought regarding the confidentiality of the information;  

c. the purpose for which the information was provided; and  

d. any other action that the person or entity giving the information may have taken with 

respect to the information, e.g., the information was given to other parties and under 

what circumstances. 

42.  The information must also have been given with the understanding on behalf of the public 

authority that the public authority would treat the information as confidential. This would 

include doing so on an ongoing basis. The understanding of confidentiality may be expressed 

or implied.  

43. When determining how the public authority received the information, the relevant factors 

are similar to those in paragraph 41, and may include: 

a. any statement or assurances given at the time the information was provided; 

b. the purpose for which the information was sought or provided; 

c. the practice, procedure, or policy of the public authority with regard to such 

information generally;  

d. any action which the public authority may be expected to take in relation to the 

information; and 

e. the nature of the relationship between the provider of the information and the public 

authority receiving it. 

44. If you decide that the information was given in confidence to the public authority by a third 

party on the understanding that it would be treated as confidential, you must then determine 

if its disclosure would cause the harm required to justify using the exemption. 
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Understanding the harm test for information given 
in confidence 

45. The harm test for information given in confidence 

requires that disclosure ‘would be likely to 

prevent’ the public authority from receiving 

similar information in the future and the 

information is needed to fulfill the authority’s 

functions. If disclosure is not likely to cause this 

specific harm, then the exemption is not available. 

46. Working through the requirements of the harm 

test is an exercise of judgment. You must evaluate 

the nature of the identified harm, how that harm 

would be caused and the likelihood of it occurring. 

At each step, you should support your conclusion 

with evidence. 

Specific harm: prevent an authority from receiving information in the future 

47. The specific harm that disclosure must cause is preventing the public authority from receiving 

similar information in the future, which is necessary for it to fulfill its functions.  

48. You must describe the impact of disclosure upon your authority’s ability to obtain similar 

information in the future.   

49. You will then need to consider whether this information is required for your authority to fulfill 

its functions. The functions of a public authority are those identified by statute or other 

provision of law. 

How disclosure can cause this harm 

50. You must be able to explain how disclosure will cause the harm; it cannot simply be a remote 

or hypothetical possibility. This requires explaining how the claimed harm is at least possible. 

You must describe the possible circumstances, or events, arising from disclosure that can lead 

to the harm.  

51. When determining how the disclosure will cause the harm, a significant factor may be 

whether or not your authority has statutory powers to compel the production of the 

information in the future.  

52. For example, your authority may have the power to compel cooperation with an investigation 

by issuing sanctions for non-compliance, issuing subpoenas, or exercising other search and 

investigative powers. This ability to require compliance may prevent any noncooperation in 

Applying a harm test, 
sometimes called a 

‘prejudice test’, involves 
three considerations:  

 a specific kind of harm 

 how disclosure can 
cause this harm 

 the likelihood of this 
harm occurring. 
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the future. If this is the case, it may be difficult to justify withholding information under this 

exemption. 

 

53. The timing of the request may also be a consideration when deciding whether disclosure 

would prevent receiving such information in the future. For example, disclosing information 

during an ongoing assessment may harm the authority’s ability to conduct the assessment or 

to gain cooperation from volunteer participants, but once the assessment is completed 

disclosure may not cause this harm, depending on the circumstances of the case. 

Likelihood of harm occurring  

54. The likelihood of the harm required in section 26(1)(a) is that the disclosure ‘would be likely 

to’ cause the harm. If you cannot show that the harm would be likely to occur, then the 

exemption is unavailable. Simply speculating is insufficient to justify the exemption. 

Example: 

The Information Commissioner’s Decision 09/2019 looked at the 

Department of Public Lands and Buildings’ refusal to provide public access 

to a business review report carried out on the Sandys 360 Centre by a private 

company. The Sandys 360 Centre was funded by various grants from the 

Government as well as members of the public. 

When discussing the Department’s reliance on section 26(1)(a), the 

Information Commissioner noted that the report was given to the 

Department because the Trustees who owned the freehold of the Sandys 

360 Centre was seeking additional funding and other support from the 

Government. Given the Financial Instructions require a recipient of 

Government grants and contributions to provide status reports and financial 

information to confirm the measureable objectives achieved and to provide 

full access to and disclosure of all accounting records, the Information 

Commissioner was not satisfied that disclosure of the report would prevent 

the Department from getting similar report in the future. 

In contrast, in Decision 33/2022 the Information Commissioner accepted 

that disclosure of certain information from a Third Party on the 

establishment of a new gaming industry would likely prevent the Bermuda 

Gaming Commission from getting similar information in the future. The 

information was provided in confidence on a voluntary basis and is not the 

type which the Commission can compel a private company to produce. 

 

https://www.ico.bm/wp-content/uploads/2022/04/092019_Department-of-Public-Lands-and-Buildings.pdf
http://www.ico.bm/wp-content/uploads/2023/01/Decision-33-Bermuda-Gaming-Commission-30-Dec-2022.pdf
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55. This is a lower standard to show than if you were required to show that the harm ‘would’ 

occur.  

56. The lower threshold for ‘would be likely’ means that some significant, real risk must exist that 

the public authority would be prevented from receiving such information in the future that is 

necessary for it to fulfill its functions, even if the likelihood does not amount to being more 

probable than not. 

57. ‘Likely’ has also been described as a risk that there ‘may very well’ be harm to the identified 

interests, even when the risk falls short of being more probable than not. It must, however, 

be substantially more than a remote possibility. 

58. Note that the burden is on the public authority to show the anticipated risk and the likelihood 

it will occur. In describing the risk of not obtaining the information in the future, you should 

clearly set out how this would be likely to occur. It is not enough to simply assert that the loss 

will occur. You must show objective and reasonable evidence to support the risk and the 

likelihood of it occurring. 

Questions to consider when applying the exemption for information given in confidence 

59. When deciding if the exemption for information given in confidence applies to a requested 

record (or part of a record), you may also want to consider the following examples of the type 

of questions the Information Commissioner may consider during a review.  

 

Was the information given by a third party (other than another public authority)?  

 Can you identify the specific individuals or entities who provided the information? 

 Did the individuals provide the information on behalf of a public authority? 

 Are you satisfied that the identified entities were not public authorities? Did these entities 

provide the information on behalf of a public authority? 

Note: 

The examples of questions, presented here (and with each exemption in this 

Guidance) may help you think through what to ask yourself as you decide if an 

exemption is appropriate. 

Not all of the questions will apply in every case and they are not an exhaustive list 

of every issue that might arise. You will need to decide what issues are relevant to 

the specific request you have.  
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Can you show that the information was communicated in confidence, with the understanding 

that it would be held confidentially? What were the circumstances surrounding the 

communications? 

 Is there any contemporaneous document or record between the parties demonstrating 

that the information was communicated in confidence? Or showing communications that 

it would not be held confidentially? 

 Is confidence only being raised after the fact? Or was there an express agreement to keep 

the specific information confidential? 

 Was the agreement to treat information as confidential a formal agreement or a general 

understanding?  

 What circumstances surrounding the giving and receiving of information indicate that the 

process required confidentiality? 

How would disclosure prevent the authority from obtaining similar information in the future?  

 Can you explain how disclosure would cause the public authority to be unable to get 

similar information in the future? 

 Are third parties required by statute to provide the information or does the public 

authority have a way of compelling it? Or is the information provided on a purely 

voluntary basis? 

 Are there other incentives for providing the information on a voluntary basis to the public 

authority, even if it is subject to disclosure under the PATI Act (i.e., voluntary industry 

good practice standards)?  

Is this kind of information necessary to fulfill one of the functions of the authority? 

 What law or legal authority identifies the public authority’s function? 

 How is the information necessary to fulfill the identified function?  

 Why will it not be possible to fulfill that function without the specific information 

requested? 

How likely is it that the identified harm will occur? 

 Would this be likely to occur? What are you basing this on? 

 Can you show more than a hypothetical assertion? What real, concrete and substantial 

evidence do you have to support this assertion? 
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60. If you decide that the information was not given in confidence by a third party with the 

understanding it will be held confidentially, or that the harm test is not met, then the 

exemption for information given in confidence is unavailable.  

61. If you decide, instead, that the information was given in confidence by a third party with the 

understanding that it would be held confidentially and that the harm test is met, the 

information falls within the exemption for information given in confidence. You must then 

consider the public interest test to determine whether the information must be disclosed. 

62. Applying the public interest test in the context of the information received in confidence 

exemptions is discussed below at paragraphs 98-103.  
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Breach of confidence – section 26(1)(b) 

63. Section 26(1)(b) exempts information from the right of access if its disclosure would 

constitute a breach of confidence under any provision of law, unless disclosure would be in 

the public interest. A duty of confidence referred to in section 26(1)(b) may be created not 

only by statutory provisions, but also by an agreement or may arise in equity. 

 

64. ‘Would’ means that there must be a high probability that the disclosure will be a breach of 

confidence. 

65. The phrase ‘under any provision of law’ means that the relevant duty of confidence may be 

found in Acts or statutory instruments (rules or regulations), the common law (law created 

from court decisions) and equitable law, the Constitution and any right or power exercised 

through the Royal Prerogative.  

66. The exemption in section 26(1)(b) is subject to the public interest test. A record that falls 

within this exemption would still have to be disclosed if the public interest would, on balance, 

be better served by disclosure than by non-disclosure.  

67. No single Act, including the PATI Act, defines every duty of confidence that exists, when the 

duty applies, or what constitutes a breach of that duty. As explained below, a duty of 

confidence may come from several different sources under the law.  

68. The sources of a duty of confidence that you are most likely to deal with are ones that are 

contained in Acts and statutory instruments, or express or implied duties, including 

contractual provisions and equitable duties of confidence. 

Note: 

This section provides an overview of general principles involved in deciding 

whether disclosure would constitute a breach of confidence.  

Making a decision concerning the exemption for breach of confidence, however, 

goes beyond exercising reasonable judgment under the PATI Act or inquiring into 

the factual circumstances related to a particular record. Instead, breach of 

confidence is a complicated area of law. 

Because of this, the ICO strongly encourages public authorities to take legal or 

professional advice when making a decision under the breach of confidence 

exemption. Using this Guidance is not intended to provide or substitute for legal 

or professional advice. 
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Statutory duties of confidence 

69. Statutory duties of confidence will typically be found in a public authority’s governing Acts or 

Regulations. Public authorities will be well aware of their confidentiality obligations under 

any such laws. You may wish to refer to the governing Act or other statutory instrument which 

spells out the scope of the relevant duty of confidentiality.    

70. If you intend to rely on a statutory duty of confidence, you may wish to consider the section 

37(1) exemption, which prevents disclosure when it is prohibited by other legislation.  

71. The section 37 exemption for disclosures prohibited by other legislation is an absolute 

exemption. This means it is not subject to the public interest test. The exemptions in section 

26 are subject to the public interest test.  

72. We have published, Guidance: Disclosure prohibited by other legislation (section 37), which 

you may find helpful to review (see Appendix 1: Resources). 

73. The exemption in section 26(1)(b) is more appropriate for circumstances involving breaches 

of a contractual or an equitable duty of confidence, rather than breaches of a statutory duty 

of confidence. This may involve circumstances that create an express duty of confidence (e.g., 

in a contract) or an implied duty of confidence (e.g., arising out of a relationship). An implied 

duty of confidence is referred to as an equitable duty of confidence. 

Equitable duties of confidence 

74. A breach of an equitable duty of confidence requires showing that: 

 the information has the necessary quality of confidence; and  

 it was given in circumstances that create an obligation that the information be kept 

confidential; and  

 there must have been an unauthorised use of the information, which in some 

circumstances must be to the detriment of the party communicating the information.  

The necessary quality of confidence 

75. The information must have the necessary quality of confidence to form the basis for an 

equitable duty of confidence. Information is of a confidential or secret nature if it has, for 

example, been kept confidential, is sensitive, or is something worthy of protection, or a 

combination of them. The information must be more than trivial. For example, the sensitive 

content of the information may include information such as records about an individual’s 

health or family history.  
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76. The extent to which the information has been kept confidential or secret may also be 

relevant. Something which is already in the public knowledge will no longer have the 

necessary quality of confidence.  

77. Consider how widely the information has been shared with other parties or individuals by the 

owner of the information. If it has only been shared with a specific group of people for a 

limited purpose and the information is not known to the wider public, it may still have the 

necessary confidential or secret nature. 

78. In contrast, if a company has the information on its website, it would be difficult for disclosure 

of the same information to constitute a breach of confidence because the company has 

already made the same information known to the public at large. 

79. If, however, the disclosure under the PATI Act would reveal new information, confirm the 

validity of leaked information, or provide a new context for the previously known 

information, then the information may still have the necessary confidential or secret nature. 

80. The passage of time may also have an impact upon whether information is of a confidential 

nature. Information could have a confidential nature at the time it is provided but the 

circumstances may suggest that the party who communicated the information only expected 

it to be held confidentially for a short period of time. 

Circumstances create an obligation of confidentiality 

81. To rely on a breach of an equitable duty of confidence, public authorities should also 

demonstrate that the circumstances in which the records were provided created an 

agreement or expectation of confidentiality. When it is uncertain whether an implied 

obligation of confidence exists, a ‘reasonable person’ test applies: if the circumstances are 

such that any reasonable person standing in the shoes of the recipient of the information 

would have realised that, upon reasonable grounds, the information was being given to them 

in confidence then this should suffice to impose upon them the equitable obligation of 

confidence. 

82. An equitable duty of confidence may be implied from the relationship between the parties or 

other circumstances surrounding the communications. 

83. Recognised examples of implied equitable duties of confidence based upon the parties’ 

relationship include a doctor and patient, a banker and a client, an attorney and a client, or a 

priest and a parishioner. An example of an implied duty of confidence arising from the 

circumstances of the communication includes the confidence a journalist might owe to her 

sources.  
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84. An implied agreement that information is confidential may be found by reviewing the parties’ 

communications, whether this occurred through letters, emails or other formats. You may 

find explicit requests to keep information confidential. 

85. You may also find the opposite. The public authority may have expressly informed the party 

providing the information that the public authority’s legal obligations under the PATI Act 

could require it to disclose the information. 

 

Unauthorised use of information 

86. Unauthorised use of confidential information may occur when the disclosure is contrary to 

the express wishes of the person providing the information, or when the person has not 

provided consent.  

87. For example, a person may provide consent for confidential information to be shared 

amongst a particular project team, all of whom have agreed to hold the information in 

confidence. But the individual has not consented to the sharing of the confidential 

information with anyone outside of that project team. 

88. Equitable duties of confidence exist to protect commercial information, as well as personal 

or private information. A detrimental impact on the person providing the information is 

required if the information is commercial in nature.  

89. Based upon the nature of the information you may need to consider whether the legal test 

for the duty of confidence you use requires you to show that the unauthorised disclosure 

would cause detriment, or harm, to the party who made the confidential communication. 

Example: 

The Information Commissioner found in Decision 02/2022 that Game Theory, 

a company who intended to open its business in Bermuda, was justified to 

object to the disclosure of information it provided to the Bermuda Business 

Development Agency (BDA) under the exemption in section 26(1)(b).  

In determining whether the circumstances in which Game Theory provided the 

information created a duty of confidentiality on BDA, the Information 

Commissioner considered Game Theory’s repeated explicit requests to BDA to 

keep the information confidential. Game Theory also emphasised to BDA the 

limited purpose of its sharing of information. BDA, in turn, provided Game 

Theory with assurances of confidentiality on various occasions. 

 

https://www.ico.bm/wp-content/uploads/2022/05/022022_Bermuda-Business-Development-Agency.pdf
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90. Again, this is an area of law where you may want to strongly consider taking legal advice. 

Contractual duty of confidence  

91. An express duty of confidence may also arise when a contract contains a confidentiality or 

non-disclosure provision. A public authority or third party asserting a duty of confidence 

arising from agreement must show that the records would fall within the scope of the 

relevant confidentiality or non-disclosure clause. 

92. When contracting with third parties, a public authority should ensure that a third party’s 

expectation of confidentiality is appropriately managed. The use of generic confidentiality 

clauses in a public sector contract may not, standing alone, prevent information from being 

disclosed under the PATI Act.   

93. As a matter of good practice, public authorities should inform third parties before contracting 

that all or some of a contract may be subject to disclosure in response to a PATI request. See 

paragraph 22.2 of the PATI Administrative Code of Practice. 

 

Questions to consider when applying the breach of confidence exemption 

94. When deciding if the exemption for breach of confidence applies to a requested record (or 

part of a record), you may also want to consider the following examples of the type of 

questions that the Information Commissioner may consider during a review. 

 

Note: 

A confidentiality provision might state that a public authority agrees to hold specific 

information confidentially, except where disclosure is required by law.   

It is good practice to explain to the other party what may and may not be subject to 

disclosure under the PATI Act. 

 

https://www.gov.bm/sites/default/files/PATI-Administrative-Code-of-Practice.pdf
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Does a duty of confidence exist under the law (statute, Constitution, or Royal Prerogative, equity 

or contract)? 

 Under which law does the duty originate? Is section 26(1)(b) the most appropriate 

exemption to consider? 

 What is the specific statutory or contractual provision from which the duty of 

confidence arise? 

If you are considering an equitable breach of confidence, determine whether: (a) the information 

has the necessary quality of confidence, (b) it was shared in circumstances which created an 

obligation to keep the information confidential, and (c) disclosure would amount to an 

unauthorised use of the information? 

 Can you identify the confidential information with specificity? It will not be sufficient 

to describe it in general or global terms. 

 Is the information secret, or only known to a limited group? 

 Is the information common knowledge or already in the public domain? 

 Has the person whose confidential information it is already disclosed it generally or 

publicly? 

 Has the obligation of confidence eroded with the passage of time? 

 Did the public authority inform the person providing the information that it may be 

disclosable under the PATI Act? 

 Did the person providing the information to the authority ask for it to be kept 

confidential? 

Note: 

The examples of questions presented here (and with each exemption in this 

Guidance) may help you think through what to ask yourself as you decide if an 

exemption is appropriate. 

Not all of the questions will apply in every case and they are not an exhaustive list 

of every issue that might arise. You will need to decide what issues are relevant to 

the specific request you have.  
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 Did the person providing the information give consent to disclose the information? 

 Did the public authority agree to keep the information secret or confidential at the 

time the information was given to the authority? 

 Does the public authority have policies or practices which imply that it will handle 

information received confidentially? 

 Does the request involve commercial information or private information? 

 What is the relevant legal test? Do you need to show that disclosure would cause 

detriment to the person who provided the information? 

 What kind of detriment would be likely to occur with disclosure? For example, types 

of detriment may include: financial loss or exposure to other retribution. 

 Detriment to the public authority, rather than the owner of the information, would 

not be protected. This would include financial loss or embarrassment for a public 

authority. 

Would disclosure constitute a breach of the relevant duty of confidence? 

 Does the record or part of record fall within the scope of the statutory or contractual 

provision from which the duty of confidence arises? 

 Would disclosure of the record or part of record constitute a breach of the equitable 

duty of confidence? 

95. If you decide that disclosure would not constitute a breach of confidence, then the exemption 

for breach of confidence is unavailable. 

96. If you decide, instead, that disclosure would constitute a breach of confidence, then the 

information falls within the exemption for a breach of confidence. You must then apply the 

PATI Act public interest test to decide whether the information must be disclosed.  

97. Applying the PATI Act public interest test in the context of the information received in 

confidence exemptions is discussed below in paragraphs 98-103. 

The public interest test: in the context of the information received in 
confidence exemptions 

98. The public interest test applies to both categories of exemptions for information received in 

confidence in section 26(1). This means that even if you find that the exemption applies, you 
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must go on to apply the public interest test to decide whether the record should still be 

disclosed. The public interest test is set out in section 21 of the PATI Act and regulation 2 of 

the PATI Regulations. 

99. Under the public interest test, the information contained in a record must be released unless 

the public interest in maintaining the exemption outweighs the public interest in disclosing 

it. You may refer to our publication, Guidance: The public interest test (section 21), for general 

help on applying the public interest test and determining where the balance of public interest 

lies. 

100. The public interest test for the section 26(1)(b) exemption for a breach of confidence 

raises a few specific issues you may need to consider. 

101. In this context, on the one hand, there is a general public interest in seeing that duties of 

confidence are not breached and this supports withholding the records. 
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102. On the other hand, in some cases there may be important public interest factors in favour 

of disclosing the records, even if a duty of confidence would be breached. This may include 

whether the disclosure will reveal significant issues such as misconduct or illegality on behalf 

of public officials. It may also include constitutional questions. 

 

103. A public authority addressing these issues may want to take legal advice to determine the 

precise manner in which the relevant public interests will be considered.  

Example: 

In Decision 02/2022 referred in previous example, the Information 

Commissioner concluded that disclosure of records containing confidential 

information provided by Game Theory was not in the public interest. While 

acknowledging that there might be public interest for the public to understand 

why Game Theory decided not to pursue its business plan in Bermuda, or why 

the Premier criticised the Royal Gazette for its reporting of Game Theory, the 

Information Commissioner found that the records in question would not 

provide answers to these questions. Disclosure will not assist the public in 

understanding BDA’s practice, policy or decision making process but, instead, 

runs the risk of undermining potential investors’ trust. 

Both in Decision 09/2019, Department of Public Lands and Buildings and 

Decision 06/2021, Cabinet Office, the Information Commissioner was not 

satisfied that none of the exemptions in section 26(1)(a) was applicable. She 

considered the public interest test nevertheless, and concluded in Decision 

06/2021 that significant public interest concerns weigh in favour of disclosure, 

including the unanswered question on how a company managed to secure a 

memorandum of understanding on the provision of a gaming-related service 

prior to the enactment of a casino gaming legislation. In Decision 09/2019, the 

Information Commissioner put weighty considerations on the broad impact of 

the Government’s decisions as well as the substantial public funds that were 

spent on Sandys 360. 

 

https://www.ico.bm/wp-content/uploads/2022/05/022022_Bermuda-Business-Development-Agency.pdf
https://www.ico.bm/wp-content/uploads/2022/04/092019_Department-of-Public-Lands-and-Buildings.pdf
https://www.ico.bm/wp-content/uploads/2022/05/062021_Cabinet-Office.pdf
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Consulting and notifying third parties 

104. Releasing records that contain information 

received in confidence may have negative effects on 

third parties (individuals or entities other than the 

requester or public authority).  

105. Third parties may be involved in the PATI request 

process at several points, including during informal 

consultation when you determine whether any 

harm will occur from disclosure and through the 

formal third party notification process set forth in 

section 39. Each serves a separate purpose. If you 

use informal consultation, it is not a substitute for 

the legal notification process under section 39.  

106. Whether contacted through a consultation or 

third party notification, a third party has no right of veto when it comes to the disclosure of 

its asserted confidential information. The public authority has the sole responsibility for 

deciding whether or not it is legally obligated under the PATI Act to disclose a record. Public 

authorities do, however, have the statutory obligation to consider any representations made 

by a third party in response to the notice sent under section 39. 

107. If a public authority ultimately decides to release the record over a third party’s objections, 

the third party notification under section 39 will give the third party a means to challenge 

that decision through a review by the Information Commissioner. To reserve the third party’s 

right to challenge its decision to disclose the record, the public authority should delay 

disclosure of the actual records to the PATI requester. 

  

Informal third party 
consultation is not a 
substitute for formal 

third party notice 
under section 39 of 

the PATI Act. 

Note:  

When consulting with or notifying third parties, take care to keep the 

requester’s identify confidential as required by section 12 of the PATI Act. You 

may discuss with the owner of the information what records the requester is 

asking for, but you must not disclose the requester’s identity unless it is 

permitted under section 12. 
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Informal consultation 

108. In some instances, you will need to consult with the third party who gave the information 

(or the third party to whom the information relates) to get information and evidence to 

support the application of the information received in confidence exemptions. You should 

not simply speculate in your decision about whether releasing the requested record, for 

example, would prevent a third party from providing similar information to the public 

authority in the future.  

109. In other instances, you may already have evidence or knowledge that the disclosure of the 

information would cause the required harm, based upon your past experience or current 

working relationship with the third party. 

110. For example, it may be helpful to have discussions in advance with suppliers and contractors 

about any information they consider falling within the exemptions for information received 

in confidence. 

Third party notification – section 39 

111. Section 39 of the PATI Act requires heads of public authorities to decide whether they have 

‘reason to believe’ that records intended for disclosure ‘might contain’ information received 

in confidence that is exempt under section 26.  

112. If the head of the authority finds that this is the case, then the public authority must give 

notice under section 39 of the PATI Act to third parties who gave this information to the 

authority or to whom the information relates. 

113. The third party notification in section 39 is only required, however, when two criteria are 

met: 

 the head of the authority determines that there is reason to believe a disclosure might 

contain information falling within a section 26 exemption; and 

 the public authority has initially decided that the information should be disclosed.  

More information 

114. Appendix 1 lists the relevant Information Commissioner’s decisions and guidances, as well 

as relevant local court cases. These resources are provided for illustration and are not 

intended to be a statement of the law in Bermuda, or to replicate independent legal advice. 

115. Appendix 2 cites the exemption as it appears in the Public Access to Information (PATI) Act 

2010 at the time of this Guidance’s publication. A complete and up-to-date version of the 

PATI Act is available at bermudalaws.bm.  

http://www.bermudalaws.bm/
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116. If you need any more information about this Guidance or have a query about any other 

aspect of the PATI Act, or public access to information generally, please contact us:  

  

 

   
Maxwell Roberts Building 
4th floor 
One Church Street 
Hamilton, HM11 
Bermuda 

 

(441) 543-3700  |  info@ico.bm  | ico.bm  
 

  

http://www.ico.bm/
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Appendix 1: Select Resources 

 

Relevant Information Commissioner’s decision and other ICO related ICO Exemption 

Guidances 

Decision 02/2019, Office of the Governors 

Decision 09/2019, Department of Public Lands and Buildings 

Decision 06/2021, Cabinet Office 

Decision 08/2021, Police Complaints Authority 

Decision 02/2022, Bermuda Business Development Agency 

Decision 32/2022, Bermuda Gaming Commission 

Decision 33/2022, Bermuda Gaming Commission 

 

The public interest test (section 21) 

Personal Information (section 23 and 24) 

Commercial Information (section 25) 

Disclosure prohibited by other legislation (section 37) 

These, and other, Information Commissioner’s Guidances are available on our website, ico.bm, 

as they are published. Hardcopies are available from our office, Maxwell Roberts Building, 4th 

floor, Hamilton HM 11. 

 

Relevant decision from Bermuda courts 

Our courts have not addressed questions related to information received in confidence in the 

context of the exemption in section 26 of the PATI Act. They have, however, considered breach 

of confidence claims and the right to freedom of expression under the Bermuda Constitution in 

other legal actions. The cases below highlight examples of relevant legal tests from those actions. 

Reference Parties Citation Summary 

Breach of 
confidence 

Privy Council Appeal No. 
48 of 2007 from the 
Court of Appeal of 
Bermuda (Attorney-
General and 
Commissioner for Police 
v Bermuda Broadcasting 
Company Ltd., et al) 

[2008] UKPC 5 (UK Privy 
Council) 

In this landmark case, the Privy 
Council affirmed the Bermuda 
Court of Appeal decision in 
Attorney-General and 
Commissioner for Police v 
Bermuda Broadcasting 
Company Ltd. Et al, [2007] Bda 
LR 48, and the Court of 
Appeal’s statement of the 
principles for a breach of 
confidence claim. 

https://www.ico.bm/wp-content/uploads/2022/04/032019_Bermuda-Casino-Gaming-Commission.pdf
https://www.ico.bm/wp-content/uploads/2022/04/092019_Department-of-Public-Lands-and-Buildings.pdf
https://www.ico.bm/wp-content/uploads/2022/05/062021_Cabinet-Office.pdf
https://www.ico.bm/wp-content/uploads/2022/05/082021_Police-Complaints-Authority.pdf
https://www.ico.bm/wp-content/uploads/2022/05/022022_Bermuda-Business-Development-Agency.pdf
http://www.ico.bm/wp-content/uploads/2023/01/Decision-32-Bermuda-Gaming-Commisson-30-Dec-2022.pdf
http://www.ico.bm/wp-content/uploads/2023/01/Decision-33-Bermuda-Gaming-Commission-30-Dec-2022.pdf
http://ico.bm/
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The Privy Council upheld both 
the test the Chief Justice used 
to balance the public interest 
defence against a breach of 
confidence claim, as well as the 
actual outcome of the 
balancing.  

The Chief Justice had found 
that the case involved a 
balancing of the police’s need 
for confidentiality of their 
investigation files against the 
public interest in freedom of 
the press and its role in public 
accountability for public 
officials. The Privy Council 
found that the Chief Justice 
took into account the proper 
public interest factors and 
correctly ruled that the public 
interest defence allowed for 
the media’s disclosure of the 
files and the breach of 
confidence claim failed. 

Brian Lines v Lines 
Overseas Management 

[2006] Bda LR 43 (Court 
of Appeal) 

The Court of Appeals engaged 
in an extensive discussion of 
the nature and scope of the 
public interest defence to a 
breach of confidence claim.  

G v G [2015] Bda LR 92 
(Supreme Court) 

In this divorce case. The 
husband was seeking an 
injunction based upon a duty of 
confidence owed to husband 
concerning private and 
personal documents found by 
wife.  

The Supreme Court recognised 
that a duty of confidence can 
cover information that deals 
with ‘all aspects of an 
individual’s private life’. 

ABC Insurance Co. v XYZ 
Insurance Co. 

[2006] Bda LR 8 
(Supreme Court) 

The Supreme Court affirmed 
that the law of confidentiality 
in Bermuda will follow the 
development of English case 
law. 

Freedom of 
expression 

Bermuda Fire & Marine 
Insurance Company Ltd v 
BF&M Ltd and others 

[1999] Bda LR 46 
(Supreme Court) 

This is not a breach of 
confidence case, but outlines 
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the right to freedom of 
expression.  

In considering whether a 
journalist was in contempt of 
court for interference with the 
administration of justice, the 
Supreme Court concluded that 
the journalist had a ‘lawful 
excuse’ not to reveal his 
confidential source. The Court 
engaged in extensive discussion 
of the freedom of expression 
and its constitutional standing. 
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Appendix 2: The exemptions  

 
Information received in confidence – section 26 

26 (1) Subject to subsection (2), a record that consists of the following information is exempt 
from disclosure— 

(a) information— 

 (i)  that is given to a public authority by a third party (other than another 
public authority) in confidence on the understanding that it would be treated 
as confidential; and 

 (ii)  the disclosure of which would be likely to prevent the authority from  
     receiving further similar information required by the authority to properly   
     fulfil its functions; or 
 
(b) information, the disclosure of which would constitute a breach of a duty of  

 confidence provided for by a provision of law. 
 

(2) A record shall be disclosed if disclosure of it is in the public interest. 
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